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Background of Document Centralization



Existing countermeasures method

General business 
documents

Customer personal 
information

Core design
CAD drawings

Media Control
Document 
encryption

Personal information
protection

Document
management



Problems of existing countermeasures method

No countermeasure
for ransomware

Difficulty of management Limited document 
security

Possibility of 
leakage

PC performance 
reduction

Lost password



Document security and collaboration 
through centralization

Document centralization countermeasure method



Document centralization countermeasure method

Windows Explorer drive
document management

PC storage 
prohibition

Media control
Including USB

Clipboard copy
control

Block screen capture, 
Print control

Personal 
information

Core design 
CAD drawings

Product design
graphic data

Production/
manufacturing
management

Manufacturing-related
Patent technical data



Intensive document
management

Continuity of work

Smooth takeover One Agent integrated environment Ransomware blocking



Solution introduction



ClouDoc VS. mcloudoc

• Over 30 users available

• Direct management with on-premise deployment servers

• Server rental is also available

On-premise Cloud Service

• Can be used anywhere in the workplace for 5 employees or more!
• Can be used without computer rooms, management equipment and 

personnel

• Charge only for the use of the month

• Provides the same functionality as ClouDoc

• All data is saved to be encrypted with separate key by each customers



• CAUTION  l  Additional application policy setting costs additional expense (500,000 won per item / VAT excluded)

mcloudoc Policy Support



mcloudoc package module

* ClouDoc- Available with individual modules (Not Packaged)



Solution introduction
Common Functions



Document Centralization Solution Functions 



• Google mail

• Skype

• Whats app

• Facebook

• We chat

• Kakaotalk …

• Google drive

• One Drive

• Drop Box …

Document Centralization Solution Functions 
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Document Centralization Solution Functions 

Internal External



Document Centralization Solution Functions 

External network 
mode

Internal network 
mode



Document Centralization Solution Functions 

Creating Renaming
Reading
/Writing

Copying
/Moving

Application
Extension

path



Document Centralization Solution Functions 
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Document Centralization Solution Functions 





Customer Cases



Customer Cases

Customer personal information security

Simplify customer's personal information management to a single point.
No personal information saving is allowed for local disk.

Don’t have to check all the PCs of your company.



Customer Cases

Non-repudation on receive, Post deletion

Email OTP
(Non-repudation)

부인방지Email OTP
expiration date of transmitted 

personal information

(ex. Police, government, partner)

Customer personal information security

Request for deletion of 
personal information

External partner 
organization 



Customer Cases

Countermeasures for Ransomware

+

* WhiteList-based Input/Output control 



Customer Cases

Internet Internet

NetworkLock



01 02 03

Paperless

Customer Cases

Sales Meeting with 
customer



Customer Cases

Paperless Effect

[ Paperless Satisfaction Survey ]

Satisfaction

Average

Dissatisfaction

KOREAN RE’s ‘Smart Change’ … ‘Paper disappears.'



Customer Cases

Prevention of output leakage of outsourcer staff



Prevent CAD Drawing Leakage

Centralize CAD Drawing

Version Management Enables 
Document Restore

without going through 
a local PC

Save ClouDoc Server Directly

Do not store local PCs and 
media

Customer Cases
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ClouDoc Backup Solution Common Functions

증분 백업만으로 원하는 횟수 만큼 해당 일시의 전체 폴더구조를 유지

N number snapshot, it takes up the capacity 
as much as incremental backup only!

원본 폴더 트리 N 개의 스냅샷을 유지하고, 차지하는 용량은 증분 백업만큼만!

증분 백업Incremental 
backup

It maintains 
original folder tree

N number snapshot, it takes up the capacity 
as much as incremental backup only!

It maintains whole folder structure at the relevant time as many time as desired by 
incremental backup only.



Schedule type Description

Every hour 
backup

Daily backup

Weekly backup

Monthly 
backup

Start time(minute, hour, date, month, year) End time(minute, hour, date, 
month, year), backup interval(hour)

Start time(date, month, year), End time(date, month, year)

Days of week(Mon/Tue/Wed/Thu/Fri/Sat/Sun), 
start time(minute, hour)

Date (1st ~ the end date) ,start time(minute, hour)

ClouDoc Backup Solution Common Functions



Original server

Recover to the file 
prior to infection

Return to normal work

File damage due to 
ransomware infection

Manager login

ClouDoc Backup Solution Common Functions





ClouDoc Backup Solution

HTTPS Protocol

Permanent

Backup position: Local

Monthly charge, permanent

Backup position: Local, remote

Single enterprise Single, multy-company

NFC Protocol
CIFS Protocol



ClouDoc Backup Solution On-Premise

ClouDoc
Backup Server 1Customer 1

Affiliate 1 Affiliate 2 Affiliate 3 Affiliate 4

Enterprise IDC

Multi-tenancy

Management ID by Affiliate



ClouDoc Backup Solution Cloud Service

Customer 1 Customer 2 Customer 3 Customer 4

Each separate encryption key is 
provided

Multi-tenancyCBO Server





Document Centralization Resources

Youtube ‘mcloudoc’ mcloudoc.com

Search

in the search box!




