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01 Document Centralization Solution

Why Document Centralization?
Solution Introduction

Customer Cases







Il Background of Document Centralization

Leakage of cutting Leakage of customer Loss of Temporary /Monetary
edge techpology personal information Documents loss by document
by industrial spy frequently occurred by ransomware retrieval
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I Existing countermeasures method

Management subject

-
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]
General business Customer personal Core design
documents information CAD drawings

Fragmented managementof each part

Document Personal information Document

Media Control encryption protection management
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Il Problems of existing countermeasures method
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Limited document Possibility of
security leakage

PC performance Lost password No countermeasure
reduction for ransomware
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Il Document centralization countermeasure method

Document security and collaboration
through centralization

G )Do not save Save to document center
o
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Block information source

Phone

v ! Computer o
M—1 g
EI >  wa Local drive (C)

C: . que >« Sharedrive (X) Block malware and Ransomware
g )  wae~ Team drive (Y)
S/\ > wa~ Personal drive (Z) &
USB
) One Agent
Conveniently based on Windows Explorer, integrated environment
c ~ L X ¢
_ cloudoc : :
(= S
Print Seamless collaboration and

document management i
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Il Document centralization countermeasure method

Management subject

-— . .
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Personal Core design Product design Prodfuctior)/ Manufacturing-related
information CAD drawings graphic data manufacturing  patant technical data

management

At once with ClouDoc document centralization!

2 ¢ o

Windows Explorer drive PC storage Media control Clipboard copy Block screen capture
document management prohibition Including USB control Print control '
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I Features of document centralization method
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01 Intensive document
Mmanagement

04 Smooth takeover

05 One Agent integrated environment

03 Continuity of work

06 Ransomware blocking
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Il ClouDoc VS. mcloudoc

On-premise

7N
cloudoc
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Over 30 users available
Direct management with on-premise deployment servers

Server rental is also available

Cloud Service

@ cloudoc

=

\

Can be used anywhere in the workplace for 5 employees or more!
Can be used without computer rooms, management equipment and
personnel

Charge only for the use of the month
Provides the same functionality as ClouDoc
All data is saved to be encrypted with separate key by each customers
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Il cloudoc Policy Support

{mcloudoc Disk Lock Policy Support)

MS Word, MS Powerpoint, MS Excel, HanGul(HWP), JungUMGW, NotePad,

Editors WordPad,
UltraEdit, Evernote, OneNote
pdf reader Acrobat(Reader, PDF), Foxit Reader, NPDF
CAD AutoCAD, AutoCAD LT, Inventor, ZwCAD, SolidWorks
Graphics PhotoShop, Illustrator, InDesign
M NateOn, Ucware Messenger, KakaoTalk, Naver LINE, Skype, Naver BAND,
essenger .
HiworksMessenger
Web Browser Internet Explorer, Firefox, Safari, Chrome
Mail Client MS Outlook
FTP XFTP, WinSCP, Filezilla
Remote Support Windows Remote Desktop

CAUTION | Additional application policy setting costs additional expense (500,000 won per item / VAT excluded)
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Il cloudoc package module

Basic
- Capitalize business documents
- Invest less and get more

- Efficient Collaboration Environment

Mobile
- Anytime, Any Where, Any Device
- Responding to unexpected accidents

Business Continuity

Basic
Mobile
DiskLock
- Capitalization of important company
information and documentation
- A more powerful and tight security system
DiskLock Plus

- Protect and manage your enterprise assets

Additional modules

Network lock

Search engine
External DRM
External document
exchange service

PC log

Secure viewer
Personal information
Protection

Project version

management

* ClouDoc- Available with individual modules (Not Packaged)
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Il Document Centralization Solution Functions

Windows Explorer drive Provides Folder
Ul support personal/team/shared sharing/link to
document drive .:_,,;;‘&n-_._. document
ver B &
Version Send/Save
Management/Locking Encryption

....................




Il Document Centralization Solution Functions

Disk Lock

=)

PC saving prohibition

policy bsy
application category

[ @ L o )° Google drive

O X
?@ﬁ

» Drop Box ...
Preventing Cloud
Information Leak

Direct device control

Export procedures by
export purpose

Skype

Web page/messenger not to
be attached

Ransomware
blocking functions

[ ® n]° Google mail
4 )

Whats app

' x L + Facebook
* We chat
@ - » Kakaotalk ...
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Il Document Centralization Solution Functions

Disk Lock Plus

watermark

—

Screen capture prohibition Print log /

Clipboard copy prohibition Print prohibition/
Print watermark

| VM VDI e

J

A

X
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VM / VDI / REMOTE
Prevent information
leakage
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Il Document Centralization Solution Functions

&-‘q‘&

Use of documents
inside/outside the
company

Documents export
approval inside/outside
the company

VELLD woﬂu)‘
HELLO WORLD
HELLO WORLD =
HELLD WORLD

Full Text Search Writing on the

background

device authorization
location tracking
secondary authentication
prohibition of ‘save as
other name/transfer’

Security
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Il Document Centralization Solution Functions

AR

Provides content search function in
Windows Explorer

Provides search function for
document metainformation

Provides contents search of various Indexing and searching contents of
file formats scanned documents




Il Document Centralization Solution Functions

External DRM

Send encrypted folder as well as file

e
7

Send file as attachment and link

Online recipients are protected by
OTP, real-time blocking,
Browsing limits

o &
EN exrves

Offline recipients are protected by a
password

<> <> <>
s |

VN

Applicable to any document type

- — -

Ability to deliver links
without capacity limitations
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Il Document Centralization Solution Functions

External document exchange service

4 Ny
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Internal . . External

External document exchange server Process for requesting

in DMZ the deletion of expired documents

Internal employee sends document
link to partner company

Non-repudiation of document downloads
by partner company employees

...................




Il Document Centralization Solution Functions

Network Lock

o emme  amm e e e . e G e e emn came  mm e Ge wm m

Internal network ;  External network
mode ; mode
* Groupware '
- ERP | |4§&%
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= ClouDoc
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hanr- - - W—
INTRANET

‘ir

Internal network mode, Document exchange between networks
External network mode
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Il Document Centralization Solution Functions

PC log

ma

LOG

Application
Extension )
path J _ ]
Record various local disk inputs and Restricts log acquisition subjects Assign log subject file input and output
outputs such as application, extension, path, and (creating, reading, writing, deleting, renaming, copying,

etc. and moving files)

| e
___o_] o (3]
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Creates multiple policies to apply to Provides statistical charts related to
individuals and teams various logs
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Il Document Centralization Solution Functions

Secure viewer

View-only function without downloading
(Groupware, Webmail, etc.)

Office document conversion

IS ® m|

I

Write function
(Write, shape, underscore,
highlight, cancel line)

....................




Il Document Centralization Solution Functions

Personal information protection

&\

A=
g G Team Leader

XXXXXXXXXXXXXX

Detecting personal information by User management functions for detecting Email report to individual, team leader,
personal and team document drives personal information service manager, etc.

....................




I Document Centralization Solution Functions

Project version management

T— —
N — =
T -
Backup
Version management regardless of Useful for 3D CAD drawing version Scheduled backup, incremental
document type management backup, restore in case

....................




Il Document Centralization Solution Functions

Push service

Push service such as announcements, document export, Support for mobile devices such as
link mail, payment approval, confirmation of approval request, i0S and Android
approval, rejection

....................




B ClouDoc / mcloudoc Features

Security Extendibility

Exclusive Windows Explorer drive technology-
based compatibility for performance, stability, Hash value based security architecture, Provide essential additional features by

network, security, etc. not program name industry based on document centralization
( 100% netid self technology )

NETID




[]
ustomer Cases

)\

\\




I Customer Cases | yy971c < ||

Customer personal information security

Don’t have to check all the PCs of your company.

Simplify customer's personal information management to a single point.
No personal information saving is allowed for local disk.

Prohibition of save at local PC ClouDoc Server

iy j a cm doc

Personal information business system
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I Customer Cases | sK telink |

Customer personal information security

Non-repudation on receive, Post deletion

Email OTP provide non-repudation on transmitted customer personal information.
Post deletion alert(after expiration) will be sent to the partners who received the data.

Email OTP

(Non-repudation) External partner
Approval organization

network
4 expiration date of transmitted
D:D personal information
m (ex. Police, government, partner)
Approver Request for deletion of

personal information
NETID




I Customer Cases | viceuss=e EH|

Countermeasures for Ransomware

prevention in advance, post-counteraction

Block Ransomware in advance Q Post-Counteraction

* WhiteList-based Input/Output control dSudoc
Backup

Backup & Restore

Central
Document
Drives

Export Approval Folder

Input/Output Allow (White List)

=

Export Program

wE <

All Other Programs

©

All Unassigned Programs

Q& Q-

< * Incremental backup as daily folder structure for

the desired period

« You can recover specific files you want.
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I Customer Cases | O KDBoIzat

NetworklLock

Block internet while viewing customer's personal information
only by software based network separation method.

Intranet Mode Internet Mode

N = 0O =

—

—_—

Customer Personal Information Customer Personal Information
Internet Internet

Processing Processing

A A
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I Customer Cases I KOREAN@ |

Paperless

o
7 ‘- /

No printed paper meetings Sales Meeting with Approval Slgn to
customer documents
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I Customer Cases I KOREAN@ |

Paperless Effect

[ Paperless Satisfaction Survey ]
| oke| o] 'ADIEGHHAI-"FO|7 A2 0| Q"

gd/=8
KOREAN RE's ‘Smart Change' ... ‘Paper disappears.'
+ - |&E & 22020160913 11:00:18 [ s[e]c]a]~]s R

. Satisfaction

D Average

|:| Dissatisfaction

Reasons for employee satisfaction

Centralization of all materials such as documents 29%
Paper output frequency reduced by 48% 27%
Ease of access to work using mobile 26%
Accelerated approval and decision making 16% Paperless environment meeting

Increased work utilization through messenger and

. . 2%
video conferencing




I Customer Cases [ AR ES] |

Prevention of output leakage of outsourcer staff

Prevention of output leakage of IT system development outsourcer personnel

4pd B0 Edb.

Source codes,
Documents

Outsourcer Personnel
NETID
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Il Customer Cases
Prevent CAD Drawing Leakage

Centralize CAD Drawing

'@
’?\ @ r\.ﬂ

a local PC

Save ClouDoc Server Directly
Do not store local PCs and  Version Management Enables
Document Restore

media
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02 Backup Solution

ClouDoc Backup Solution Common Functions

ClouDoc Backup Solution Comparison




Q ;lm’lDoc B.kup Solution

Common Functions




Il ClouDoc Backup Solution Common Functions

File backup-N number snapshots are maintained!

It maintains whole folder structure at the relevant time as many time as desired by
incremental backup only.

[ N number snap:shot, it takes up the capacity
original folder tree as much as incremental backup only!

Snapshot #1  Snapshot #2  Snapshot #3 Snapshot #n
% v » » »
\{5 \/z ‘ |nc|;§:?<‘i:|‘:a' &{g\/‘a\ ‘ K{S\/di\ ‘ &{g\/‘a\ ‘ P &%\/ia\ i
~ ~ ~ ~ ~

N number snapshot, it takes up the capacity
as much as incremental backup only!

...................




Il ClouDoc Backup Solution Common Functions

Schedule type Description
Every hour Start time(minute, hour, date, month, year) End time(minute, hour, date,
backup month, year), backup interval(hour)
Daily backup Start time(date, month, year), End time(date, month, year)

Days of week(Mon/Tue/Wed/Thu/Fri/Sat/Sun),
start time(minute, hour)

Weekly backup

Monthly Date (1st ~ the end date) ,start time(minute, hour)
backup
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Il ClouDoc Backup Solution Common Functions

vanager login - clouDOC Backup
¥ Server

File damage due to
ransomware-infection

&

X
.
N
N

Original server

Return to normal work

Recover to the file
prior to infection
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. ClouDoc Backup Solution
| Comparison



Il ClouDoc Backup Solution

N~
CIOUdOC Backup

Single enterprise

NFC Protocol
CIFS Protocol

Permanent

Backup position: Local

N
C I (o]0 d OoC Backup Online

Single, multy-company
HTTPS Protocol

Monthly charge, permanent

Backup position: Local, remote
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Il ClouDoc Backup Solution On-Premise

N
C |O U dOC Backup Online

Affiliate 1 Affiliate 2 Affiliate 3 Affiliate 4

N,
cloudoc e

Multi-tenancy

Management ID by Affiliate

ClouDoc
Customer 1 Backup Server 1

Enterprise IDC
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Il ClouDoc Backup Solution Cloud Service

N~
C I OouU d oC Backup Online

Customer 1 Customer 2 Customer 3 Customer 4

Z
_
Z
-

\

Z 7=

A\

CBO Server | Multi-tenancy

Each separate encryption key is ,
provided
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Il Document Centralization Resources

Youtube ‘mcloudoc’ mcloudoc.com

Search mCIOUdOC HOME PRODUCT CONTACT | support | PR REFERENCE
in the YouQl'llll§ search box!

@ClOUdOC HOME  PRODUCT  CONTACT  SUPPORT PR RIFERENCE  EVINT

m

Anylime, Any Device
ST BR Y SMBAUE F2ARE MY

Brochure Download

Korean ver,

il BMets PMESEPS. -
mcloudos SEEP! 6 LA

w 8 4 0 &

English ver,

Chinase ver,

Japanese ver,

EVENT

....................




B Customers

For the fourth consecutive year, more than 50 new customers every year!
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